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The reputational injury following a data breach can be severe. Indeed, reputational injury –
including lost customers – often surpasses legal liability.
Effective management of the reputational impact of a data security incident requires a
proactive and reactive strategy. The proactive strategy assumes that the organization will
control when, and what, information will be conveyed to the public, media, and impacted
consumers. For many organizations the proactive strategy that they choose is to wait until
their investigation of an incident is complete so that they can provide the public with the
most accurate and meaningful information.
The reactive strategy anticipates that the public may be alerted to a possible security incident
at a time when the organization may not have full or complete information. The reactive
strategy must carefully balance responding to requests from the public for details that may not
be known to the organization. While the pressure to provide information can be significant,
providing inaccurate, incomplete, or preliminary information can confuse consumers, increase
the likelihood of legal liability, and, in the long run, lead to worse reputational injury. Due
to the complexities involved, many companies retain third party communications, public
relations, or reputational consultants to help manage reputational impact.
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Range of money spent on a crisis management or public relations firm following a data breach.
What to think about when retaining a consultant to help manage the reputational
impact of a security incident:

R Has the consultant dealt with data breaches in the past?

If so, was the strategy advocated by the
consultant effective to control the reputational impact and quantity of media exposure?

R Has the consultant dealt with data breaches in the industry in which you operate?
R What was the most publicized breach that they handled? (Remember that high publicity does not
necessarily signify an effective reputation-management strategy).

R What other breach-related services do they provide?

If reputation-management is not the main focus
of the consultant, is their practice sufficiently specialized in that area?

R What is the consultant’s general approach to responding to media inquiries about a security incident
when a forensic investigation is not complete?
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2015 Edelman Trust Barometer at 7 available at www.edelman.com (last viewed Sept. 2015) (Based upon respondents in developed countries).
Id.
Interactions Marketing, Retail’s Reality: Shopping Behavior After Security Breaches (last viewed 2015).
NetDiligence Cyber Cliams Study (2014)
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