CYBERSECURITY DISCLOSURES: AT A GLANCE
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Cybersecurity Disclosures: At A Glance
In October of 2011, the U.S. Securities and Exchange Commission (“SEC”) issued guidance regarding a
public company’s obligations to disclose cybersecurity risks and cyber incidents (the “Cybersecurity Disclosure
Guidance”).1 The Cybersecurity Disclosure Guidance applies to all SEC registrants and relates to disclosures
under the Securities Act of 1933 and the Securities Exchange Act of 1934.
The SEC staff acknowledged that no existing disclosure requirement explicitly refers to cybersecurity risks and
cyber incidents. The staff made clear, however, that there are a number of disclosure requirements that might
impose an obligation on an issuer to disclose such risks and incidents. The Cybersecurity Disclosure Guidance
then identified and discussed certain of those requirements, including disclosures required in risk factors, MD&A,
business descriptions, legal proceedings, financial statements and disclosure controls and procedures. The staff
stated that as with other operational and financial matters, issuers “should review, on an ongoing basis, the
adequacy of their disclosures relating to cybersecurity risks and cyber incidents,” with a view to ensuring timely,
comprehensive and accurate information that a reasonable investor would consider material. The staff made clear
that if a cyber incident occurs, such as a data breach, registrants should be certain to disclose any material impact
of the incident on their business operations and explain how they have taken steps to mitigate damage.
Since the original publication of the Cybersecurity Disclosure Guidance, the SEC has remained focused on the
implications of cybersecurity on public companies and regulated financial service firms. In 2014 the SEC’s Office
of Compliance Inspections and Examinations issued a national exam program alert providing a framework for
assessing cyber risk and announcing a plan to examine a sampling of registered broker-dealers and investment
advisors to review their cybersecurity preparedness. All public companies should evaluate their current disclosures
to ensure that they are consistent with the Cybersecurity Disclosure Guidance and should consider implementing
a readiness plan to ensure appropriate and timely disclosures in the event of a cyber incident.
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The percentage of Fortune
500 companies that identified
cybersecurity risk in a SEC filing in
2012 (the year after the SEC issued
the Cyber Disclosure Guide).2

The percentage of Fortune 500
companies in 2012 that described
the extent of cybersecurity risk as
“critical,” “significant,” “materially
harmful,” or “seriously harmful” to
their business operations.3

The percentage of global company
executives that described
insufficient preparation to manage
cyber threats as a risk that could
have a “significant impact” on
their organizations in 2015.4

What every public company should do about cybersecurity disclosures:
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Evaluate the company’s procedures for assessing the materiality of cybersecurity matters and
implement a regular schedule of ongoing review, perhaps in connection with the company’s regular
quarterly reporting processes.

P

Determine what disclosure should be made in the company’s SEC filings based on the company’s
exposure to a cybersecurity incident and the materiality of actions being taken proactively by the
company to mitigate risk.

P

Review the company’s current disclosures and compare those disclosures to peer companies with
similar cybersecurity risks and issues.

P

Consider establishing a disclosure readiness plan in the event of a cyber incident. Review the
implications for such a plan of active shelf registration statements, share buyback programs and other
ongoing securities market activities.

P

Ensure involvement by the board of directors or the risk management committee of the board in the
cybersecurity risk assessment and disclosure planning.
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